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YKpaiHCbknx MCB He MaloTb
3aTBEPO)KEHOro rnjaHy 4iv Ha BUNagokK
KibepaTaku




I_l pOrpaMa K|6ep MnaH peanisauii

Crparerii Kibep6e3neku

D. l a r H O CT M K M YKpaiHu (niotumn 2022p.)
B | naroB | nae B.2. DOpMyBaHHS! HOBOI

Moaeni BIgHOCUH y chepi

ne p)‘Ka B H M M Kibepbe3nekun (apyre nigpiuua
° 2024 poky)
npiopyreTam

80. BnpoBaautm nporpamy
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YKA3 MNPESUOEHTA YKPAIHU N237/2022

EU NIS 2 Directive 14/12/22

LLlopiuHe
KibepaiarHocTyBaHHSA Ons
MCI

nepeBipka CUCTEM
ynpasniHHA pU3nkKamMmm

O60B'A3KOBICTb
IHpOpPMYyBaHAH MNMpo

IHUMOEeHTU

XTO nionarae?

LOBB

. an

MCI
NocTavanbHUKMU NPOOAYKTIB
/nocnyr LIOBB

https://eur-lex.europa.eu/eli/dir/20



Se30MaaTHI NoCyrn 3 EB%’-"
KibepaiarHOCTUKKM Bi3Hecy &

npencrtaBHUKIB MCB 3MOXyTb CKOpUCTATUCS
M Silicl |_I pO Fpa W% SOO rnocnyramu 3 KibepgiarHOCTUKU

OOMOMOITU MarioMy Ta cepeHboOMY
Oi3Hecy OUiHUTU CBOI PU3UKMU i3

3aXULLIEHICTIO UMD POBOI IHOPACTPYKTYPU 0w
Ta 3abe3neunT cTabiNibHUM PO3BUTOK

be3onnartHi nocnyru 3
KiGepaiarHOCTUKHU

GisHecy T

//-—

TeCT CaMOOLIMOBAMMA piana
KiGepbesnekun




KN GizHeC MOXXe CKOpUCTaAaTUCD NocslyraMum 3 KiéepaiarHOCTUKU?

KnieHTcbki npucTpol

canTn

LL I_/] @ ‘5 » 6a3n naHnx
CRM-cunctemn -

1HOPACTPYKTVYD:

cepeepa moBinbHi gogarkn

nokasbHa Ta BHYTPIilWHS mepexa



Nnga Koro us nporpama éyae KOpmcHolo?

MCI IT KoMmnaHii OTrl

I[HTEepHEeT-marasuHu

MepexeBi MarasmHu * Po3pobHUKM cauTiB  ApamiHicTpauia OTl
[Mporpamm NOANBHOCTI * Po3pobHUKHK *  MyHiuMnanbHi
BnacHi cantu 3aCTOCYHKIB NiANPUEMCTBA

MeHwe 250 npaLiBHUKIB

MCI1, wo npaulooTh i3
napHepamu B €EC



JOCTYnNHI Nnocnyru 3
KibepaiarHOCTUKM 6i3Hecy

TecTyBaHHA 6e3neKku
noparTka

MigBueHHa Kibepbe3neku
KOMMaHIn, AKIi BUKOPUCTOBYIOTb
Ta PO3BMBAKOTb NPOrpamMHe
3abe3neyeHHsa

TecT Ha NPOHUKHEHHSA

BuaBneHHa Ta yCyHEeHHA
NOTEHUIMHUX BPa3/IMBOCTEN B
IHpOPMaLLIMHUX CUCTEeMaX Ta
MepeXXax KoOMMaHii

1 KoMnaHia —1 nocnyra

OuiHKa Bpa3nMBocTeM
iHbopMaUinHoro
cepenoBMLLa

BuaBneHHa Ta yCyHeHHS
NOTEHLIIMHUX BPa3IMBOCTEN B
IHQOPMaALLIMHUX CUCTEMAX Ta
MepeXXax KOMMaHii



TecTyBaHHSA 6e3neKku

aoaaTtka .
Mpo Wo BaM poO3noBICTb
. LLlo ue Take? TeCTyBaHHSA 3aCTOCYHKY ?

«  KOMMMIEeKCHUM aHani3 Ballunx KOHKPEeTHUX 3aCTOCYH KIB,

AKi BUKOPUCTOBYIOTHCS BalLMUM Bi3HECOM oo e oot AKi iCHYIOTb
- Hapae ineHTUdIKaLiO NOTEHUIMHUX BPA3NIUBUX TOUOK  ® %= % @ o s Pe ogs Bpa3nu1Bi Micus
«  Mo)Ke BKJIHOYATU He TifTbKW aHari3 3aCTOCYHKY B , © % % % % B BaLLWX
) o KITHOUOBUX
NPOAYKTUBI, ane i iHLWi eTanu NpoLecy po3pobku P ik niosioyts By pidisibiupiis
PU3UKN B
npouecax ix
K Bin6yBaeTbca ? CTBOPEHHS,

NiIATPUMKN?
« AHanIi3 3aCTOCYHKY, BUXIOHOIro Koay
« AHani3 npoLeciB CTBOPEHHS, PO3ropTaHHS
« OuiHka 6e3neku

« Po3pobka pekoMeHaaLin 3pobUTU abun

YHUKHYTU
Hebe3nekn?

3axXuUCT AaHUX 6i3Hecy Ta KNIEHTIB € KPUTUYHO BaXXTMBUM AN GYHKLIIOHYBaHHSA KOMMaHil



TecT Ha NPOHUKHEHHS

NMpo Wo BaM poO3rnoBicTb
. LLlo ue Take? TecT Ha NPOHUKHEHHA?

«  CuMynqauiqa KibepaTtakm Ha Bally CUCTEMY
*  BMKOPUCTOBYETLCA O/19 BUABEHHSA Aki BaLwi oaHi

Bpa3ninMBoCcTen y iHpopMaLiMHUX CUCTEMAX e®“e® > % Yot MOXXYTb ByTUn
+ EKCnepTy MOOEenioloTb aTaku, o6 o o BKpafeHi,

nepeBipUTU 3aXULLIEHICTb BalLOi Mepexi e | NOLLUKOMKEH,
) 3ab610KoBaHI?

g xamm

) - MOXXYTb
K Bin6yBaeTbca ? Bin6yBaTUCS

« BuasneHHa Bpa3MBOCTEN, PO3BIOKa
« Cnpoba NnpoHUKHEHHS i3 360poM , |

[OOKa3iB AdK Bigpearye BaLu -
« [1eMOHCTpaLia NMPOHUKHEHHSA nepcoHan Ta/abo > o

Po3pobka peKoMeHaaLlin IHbOpMaLLinHI
CUCTEMM Ha cnpoby

[l03BONSIE 3pO3YMITU peanbHi KPOKU Ta HACNiAKU MOXX/TMBUX XaKepPCbKUX aTak



OuUiHKa Bpa3/IMBoCTEeM
iHpopMaLlinHOro
cepenoBMLUa

MNMpo Lo BaM poO3MoBiCTb
oLiHKa Bpa3nuBocTen?

LLlo ue Take?

«  KOMMNEeKCHUM aHani3 Baworo

; s ® e, 0% * e % %! HKi ICHYIOTb
IHbOpMaLIMHOro cepefoBuULLA " "og 0, ot Bpa3nmBi Micug
« Hapae ipeHTU®IiKaL o NOTEHUIMHUX w ¥ B Bawin IT
BPa3/IMBUX TOYOK o’ AK Lie MOsKe IHQPaCTPYKTypI
' BMIMHYTU Ha
BaLLly
ornepauinHy
Ak Bin6yBaeTbca ? AIANBHICTL?

« BuaBneHHa BPa3/IMBOCTEWN,
pO3BiAKa
« OUiHKA KPUTUYHOCTI Bpa3riMBOCTEN

Po3pobka pekoMeHOaLlin 3poHbUTH abu
YHUKHYTU
Hebe3neKkn?

s .

HI

[lonoMara€ BUSIBUTU NOTEHUIMHI 3arpo3m Ao ix peanisauii



W,
LLlo oTpMMae KoOMMNaHisa //’ 7% ;

3a pe3y/bTaTn
KibepAaiarHOCTUKU?

i

OLLIHKY CTIMKOCTI LndpoBOI nepersik Bpa3nmMBoCcTen 00

iHOpacTpyKTyp¥ 00 Kibep3arpos
MOTEeHLiNHOI KibepaTaku

ONUC «QOPOXKHbLOI KapTU» pekoMeHaauii woao
MOTEHLIMHOIro Xxakepa MOKpaLLEeHHSs 3arasibHoOro
piBHA 6e3rneku




AK npoxoanTb KibepalarHOCTYBaHHA?

*  BUKNIKOYHO OHNAWH

* KnieHTM HagatoTb 4OCTYN
JO CBOI CUCTEMU

« J1OMOBNAKOTLCA NPO Yac
BMKOHAHHSA poO6IT
(BHOUi/BOEHD)

« JlOoCTyn 0O CUCTEMM TiNIbKU Ha
nepiog BUKOHAHHSA
OiarHOCTUKK

2 TWOKHI Ha

BMKOHAHHA
KibepaiarHOCTUKU

NepeBipKa AKOCTI BUKOHAHUX
POBIT HEe3aneXxHUM Kibep
daxiBuem

KoHcynbTauii KibepgdaxiBug
019 KNIEHTIB Woao Bubopy
TUNY AiarHOCTUKU



B3aemonoia 3

AK NMogatu

[1naTPopMoto

3adBKY Ha y4HacCTb
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' Bianec | Cyber

: O O6epiTb cnoci6 asTopusauil
be3onnaTtHi nocnyru 3 > cany 3

it 0ia

Ki6epaiarHOCTUKMU 6i3HeW;

> S ABTOpU3aUifa 3 bank

Ue cnoci6 nigreepxeya ocotM 3a AONOMOroK BALONo Samxy.
BMGepiTe 3l CNMCKy Call GaMK, BBeniTs NOriN Ta NapPons i INTepMerT-

—

—

GaHKinry, Cucremy Bank ID HEY BAKOPHMCTOBYIOTH: MOMHOGRHK,
NpusarBank, Owantanx, Pai®, Sense Bank Ta we noxagn 35 iHwmx
Gauxle,

TecT caMOOUiIHIOBaHHA PiBHA

Ki6ep6eaneku : A m
m ! IHWi cnocobu asrTopuaauln

@annosui ) AnaparHuni -

KN KNy

Mocnyru 3 Ki6epaiarHOCTYBaHHA
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Peectpalig Ha
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O®IC 3 PO3BUTKY
nNIANPMEMHUUTBA

) MinicTepcTeo
%q unchposoi Tpancchopmauii M TA EKCNIOPTY
\__ ¥ J VYkpaiuu v Seranlpro e

‘ CTpyKTypa BNacHOCTI opuan4Hoi ocobun
nianuca4a «episHuKoM KpPUaAKUHOT ocodK PHOKMN
BIACOTOK KOPNOpaTWUBHMX Npas N6 Mpwknag

MICTUTH IHhopMaUio Npo BCi 0codu, Axi npAamo alo para
ONOCEPEAKOBaH0 BONOAINTL KPUAUYHOK 0C050H0 HapO¥EeHHA

@ [osiaxa npo cuctemy onogaTkyBaHHs

sunacTscs NC [e MOXHa OTDUMETH Buawn posigok

IHbopmaUiMHa AoBiaka Ha MipMOBOMY OnaHxy NianpreMUA npo obpaHy
3aransHy CUCTeMy 0noaaTryBaHHs (e nnatHek NAB)

BWTAr 3 pEECTPY NNaTHUKIB
EAWHOTO NOAATRY

BWTAT 3 peecTpy
nnatHukis NIB

‘ [osigka npo giHaHCOBY 3BITHICTb 3@ 2 OCTaHHI POKK

iHWME nokymeHT ¥ PDF chopmaTi, Skuit noaaHni 0o [lep)XasHol N0AaTKOBO! Cryxou Ykpaisu (3
BlAN0BIAHO0K No3HauKoK a0 NPUKPINNEH00 KBUTAHLIEKW)

@iHaHCoBa 3BITHICTL

. Bi3HecC

yUSAID

BIA AMEPUKAMHCIKOTO HAPOAY

& A B Kyiv
\ - School of
A ) Economics

@O0 O0000O0

@ Butarsegp

Mwepeno 1 [Txepeno 2
@ CraryT lopuanyHoi ocobu

‘ [loBiaka npo cuctemy onoaaTKyBaHHA

BuaacTscA [1C [le MO¥Ha OTpHMMAaTH Buawn nosigok

|[HhopMauinHa fosiaka Ha dipmozomy GnaHgy nianpremus npo obpaqy

3arancHy CUCTeMy OnoAaTKyBaHHA (He nnaTHuk MNAB)

BuTar 3 peecTpy nnaTHUKIs
EAMHOTO NoaaTky

Butar 3 peecTpy
nnartHukis MNOB

@ BinomocTi 3 €auHoro peectpy NiANPUEMCTB, LLOAO AKX NOPYLUEHO
NPoBaKEHHS y cnpasi Npo 6aHKPYTCTBO;

|HCTRYXUIS SK OTPUM3TH

‘ [loBigka npo BiACYTHICTb KOPYNUiMHUX NpaBonopyLleHb
;l‘ e OTDVUMaTK
@ [losigka npo HecyanMicTb

e OTPpUMaT




HadaHWX MNOCJ1yr

Kibep3axuLLeHUX
NiANPUEMCTB
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3pobuTtn caMo OUIHKY Ta po3pobutn npodinb
Kibep3axucry BIANOBIAHO ao HaKa3y
AOMiHicTpauii Oepxcney3s'a3ky Big 06.10.2021
N2 601 «[lpo 3arBepmXeHHa MeToanyHux
peKkoMeHaauin Loao nigBULLEHHS piBHA
Kibep3axucrty KPUTUYHOI IHpOopMaLINHOI
iIHOpacTpyKTypu» (3i 3MiHaMu)

Po3pobutn Ta 3aTtBEepaUTU MnaH pearyBaHHS
Ha KibepiHUMOEHTM BIONOBIAHO OO0 HakKaly
AOMiHICcTpauil Odepxcneu3s'a3ky Big 03.07.2023
N2 570 «[lpo 3arBepmKeHHa MeToaunyHUux
peKkoMeHOauiM Woao pearyBaHHA cyb'ektamMum
3abe3neueHHa Kibepbe3nekn Ha Ppi3Hi BUOU
rnoain y Kibepnpocropi»

TR Kl
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3a A oNnoMoroio Npu BUSIBNEHi
KibepiHUMAEHTY MOXXHa 3BepTaTucs Ao:

YpsiaoBa KOMaHAa pearyBaHHSA Ha https://cert.gov.ua/contact-us +38 (044) 281-88-25
KOMM'IoTepHI Haa3BuYyanHi noaii YKpaiHu o +38 (044) 281-88-05
CERT-UA incidents@cert.gov.ua +38 (044) 281-88-01

CutyauinHuU LeHTp 3abe3neuyeHHsa

Kibepbesnekun Cnyxbu 6esneku YkpaiHu Ihcicent@dis.gov.ua

PerioHanbHuUM LeHTp 3abe3neuyeHHda
Kibepbe3neku YnpasniHHa Cnyxbu 6e3nekn cybercentre_dnp@ssu.gov.ua +38 (056) 744-85-19
YKpaiHu y [IHinponeTpoBCbKi obnacTi

Binain kibepnoniuii FONOBHOro ynpaeniHHA  https://cyberpolice.gov.ua 0 800-505-170
HauioHanbHOI noniuii YKpaiHu B
[ HINpOneTpoBCbKin 06nacTi callcenter@cyberpolice.gov.ua

HauioHanbHU KOOPpOAUHAUIMHUNA LEHTP
Kibepbe3neku npu Pagi HawioHanbHOI report@ncscc.gov.ua
6e3neku i obopoHU YKpaiHu
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